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~.._.niv1/169081793d9e4eaBaf479dcef6 1989 workspaces/ald08a7 3-4127-4958-b948-
EE‘3|J\ 7ib9d/collector/file:
agent.sh 169081793d9e4e:
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LogstashE 2 L% o

1-18 Ec&5ehRk

REER
logstash
| |
A | S7ETIE: 2022112116 141823 GMT+08.00  EFafis]: 2022112116 14-1823 GMT+08 00
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RERS HNEEIY
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e —fg, FIRUVSEBPBERT, UTFBEREAFRERN
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BRI N EER R, SEESERBCH
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SRR BRIECHIFEERLGE,

ENSEiRORE
wE
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WSBimE, BNKARO . WFRRiEOZRNH—SE
BRERXG, IRFEXEEMIRSEREIREM G
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Sudoifwila)
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ME-oME=ZTEHIZ | sec-nip- WERE | FFERAReE | --
& attack S aN=]
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F mE. K3 attack =

L5 -1 4% sec-nip- WERFE | FFERReE | --
attack aN=]

MWEE-Ia1) sec-nip- WEHFE | FFEEAEe | --
attack AN =]

N A-ZHUFERASM | sec-waf- WERE | FFERReE | --
ENE access =

BR-IAMRK SIS sec-iam- WEHFE | FFEEAEeE | --
audit Hia

Nz 3-8 F7Elog4j2im | sec-waf- WERE | FFERIAReE | --
i attack FE

B-tIEIAMERE sec-iam- WEHE | FFEEAEeE | --
audit HFia

BS-BIBEIER sec-iam- WEAFE | FFERIAReE | --
audit FE
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FFia
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pHE] attack FiE

N F-ZEUFFTE JavatE | sec-waf- WEFE | FERIReE | --
RBRAABIITRR attack FFia

N FE-SL7ZEShirolE | sec-waf- WERFE | FFERReE | --
ia attack aN=]

L& -CFW S & MNEE sec-cfw-risk | ¥EFE | FFFEEIEE | --
Hia

WLR-ZEUFFEDOSK | sec-cfw- HEHFE | FFERAReE | --
=+ block FE

N - ERIEREKEH sec-waf- WEHFE | FEEAEeE | --
attack Hia

FN-BENXHEME | sec-hss-log | EEFHE | FFEIRAE | --
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FN-BEEAESE | sec-hss-log | EEHRE | FFHEEIRE | --

A HFia

FN-HEMROEE | sec-hss-log | EEHRE | FHEEIAE | --

FEE e

FN-BENXENPRIE | sec-hss-log | EEHRE | FFHEEIRE | --

54 Hia

WL -FUFEIIZER | sec-nip- WERE | - --

BiiTiRIE attack

LE-FEBUBSIEM | sec-nip- WERE | - --

E /1 BREHRE attack

[ 3 -8¥{bl%F Eopenfire | sec-waf- WEAE | - -

BRI RRE access

N FB-SHMUETE sec-waf- WERE | - --

nginxWebUI izf£85< | access

HiTRE

RiFR-£#UFFFE MinlO | sec-waf- WEFE | -- -

(SEIItEE access

i F3-£#UFFTE F5 BIG- | sec-waf- HEFE | - -

IP e SHITIRIA access

N F3-f7#ESpring sec-waf- WERFS | -- --

Actuator{S EittEE access

FN-ItESER sec-hss- WEARE | -- -
alarm

FN-ELEMBENE | sec-hss-log | EEFFE | -- --

IS

FEN-BRUEER sec-hss- WEAE | -- -

webshell K5 alarm

FH-EFUERAMET | sec-hss-log | EEFFE | -- --

mIE

EWN-BH TR sec-hss- WERE | - --
alarm

FN-BERNER sec-hss-log | #EEFRE | -- -

FHN-EhFRIGF sec-hss- WEFE | - -
alarm

M AA-SFUASRWEBE | sec-waf- WEFE | -- -

BARLE attack

W2&-HFREH I E sec-ndr-risk | ¥ZFBHE | -- --
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FHN-MERETH sec-hss- WEAFS --
alarm
FH-BREETH sec-hss- WEHE BEHEK, &
alarm 2Ry ]
FH-BEEE sec-hss- HEAFE --
alarm
R FE-waf HEERIpIZ | sec-waf- WEHFE --
& attack
FN-ERRELTE sec-hss- WEAS --
alarm
FH-RiEF A sec-hss- WEHE BHEK, &
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FH-EERETH sec-hss- WERE --
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FH-BEHE sec-hss- WEHE --
alarm
FH-BETERN sec-hss- WEFE --
alarm
FH-HiE0E sec-hss- HEHE --
alarm
FH-REGFIRIRT | sec-hss- WEHE g
B alarm
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ERESEY

*2-15 EHEEES

R il EiiE
HIPipla&El | sec-waf- x_forwarded_for="x.x.x.x' or
access remote_ip="x.x.x.X' and response_code='200" |

select
x_forwarded_for,remote_ip,http_host,url,resp
onse_code

urlx§gialipial | sec-waf- url like '*actuator® and response_code='200" |

=i access select *,count(x_forwarded_for) as hum
group by
x_forwarded_for,remote_ip,http_host,url

HigZinia sec-waf- http_host=MATCH_QUERY (' www.xx.com') |

iptop attack select *,count(remote_ip) as num group by
http_host,remote_ip

HIPEEE | sec-waf- sip="x.xx.xX and not

attack attack='custom_whiteblackip' and not

attack='custom_custom’ | select
attack,sip,http_host,uri,hit_data,status

Higg#mmE | sec-waf- http_host="'www.aa.com' and not

=i attack attack='custom_whiteblackip' and not
attack='custom_custom' and not
attack='robot' | select
attack,sip,http_host,uri,hit_data,status

EIEHNHITa | sec-hss-log (dest_asset.name='aa" or ipList="x.x.x.X) and

<EE alarmKey='proc_report_2' | select
dest_asset.name,ipList,appendinfo.cmdline,a
ppendinfo.path

HEENBEZRE | sec-hss-log alarmKey like 'login_check_*' and

18 ipList="x.x.x.x' | select
ipList,appendinfo.service_type,appendinfo.se
rvice_port,appendinfo.login_ip ,hostlp

BENEESE | sec-hss-alarm | (dest_asset.name='hostname' or

18 ipList="x.xx.x ) | select

dest_asset.name,ipList,appendinfo.event_na
me,appendIinfo.file_info,appendinfo.process_i
nfo
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appendIinfo.forensic_info.login_ip="x.x.x.x') |
select

appendIinfo.forensic_info.login_ip,appendinfo
forensic_info.service_type,appendinfo.forens
ic_info.user_name,appendinfo.event_name,ip
List
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